Meeting Summary ‘

of New Hamps/’/

DQIT~

DEPARTMENT
INFORMATION TECHNOL

INFORMATION
START NH National
. TIME: | 4. END . . | Guard, 26 Regional
DATE: | 7/29/2015 9:40 A.M. TIME 11:30 AM. |,  LOCATION: Drive, Concord,
NH

SUBJECT/
PROJECT:
PURPOSE: | Scheduled Public Meeting
CHAIRPERSON: | NH National Guard Lt Col Barry Groton
ATTENDEES: IT Council Members:

New Hampshire Information Technology Council (IT

RN AN

tant General, New Hampshire;

Agency Software Division;
Operatlons Division;

f Information Security Officer;
Manager, Agency Software Division;

ABSENTEES: / ' epresentatlves for the duration of his or her legislative term

eads of other agencies to be determined;
e representative of municipal government, for a 3-year term
0 be determined’
20. One representative of county government, for a 3-year term
to be determined,;
21.0ne representative of academia, for a 3-year term
to be determined
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ITEM # | AGENDA

Public Session

1. Welcome/Introduction

2. IT Council

a. Review (purpose, expectations, roles, responsibilities, logistics)

b. Participant expectations

c. Rules of conduct and meeting administration (public/confidential meeting components)
d. Meeting minute documentation and review

e. Frequency of meetings

3. Budget
a. Approved operational budget
b. Approved capital budget

4, Governance and Strategic Planning Objectives
a. High-level Planning Review (Assessment, Cyber Sec
b. Review of Current Cyber Security Plan

State Strategic)

5. Future Topics

a. Enterprise initiatives
b. Enterprise collaboration opportunities
c. Standards

d. Resource allocation

i Retirements

ii. Recruitment

iii. Retention
Procurements/Outsourcing
Agency needs/trends

Lean initiatives

Training initiatives/programs
Legislative items
Audit/com

Open dig€lission

Ao Ta e

ITEM # MINUTES

Welcome/ Introdu

ing attention to the fact that remediation from cybersecurity attacks is very
y thanking the IT Council Members for working together as he believes that
5sary to combat Cybersecurity.
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this t@gether” and provided some recent examples of Cybersecurity incidences and




2. IT Council

e Commissioner Goulet thanked the National Guard for hosting the IT Council meeting. Commissioner
Goulet explained that he is excited that the IT Council has been re-launched and expressed his
vision/expectations for the IT Council. Many Commissioners have asked him in regard to the IT Council;
“what are you going to do differently from the past” and Commissioner Goulet responded that he wants the
IT Council to help with strategic direction and be action oriented; representing the State of New Hampshire
and its Citizens and the Public sector. He hopes there will be much interaction between the Commissioners
Group and the IT Council. Commissioner Goulet read through RSA 21-R-6 which defines the roles and
responsibilities of the IT Council. Please see http://www.gencourt.state.nh.us/rsa/html/1/21-R/21-R-6.htm.
He also asked if the roles/responsibilities of the IT Council need to be reviews and possibly modified?
Another important reference is RSA 91-A: 2, 111 (c) which explains to Know requirements for
meetings. Commissioner Goulet suggested that we have quarterl il meetings and that the next IT
Council meeting be held in October 2015. Meeting minutes wi posted to the IT Council website in draft
format within 5 days of the meeting and will be officially a the following IT Council Meeting.
These meeting minutes can be found at http://www.nh.g ivisions/itcouncil/index.php .

e Lt Col Barry Groton, IT Council Chairperson, made hisi attention to the fact that much

August 17, 2012. He

referenced Admiral Michael S. Rogers’, Comm
the Senate Committee on Armed Services whi
services.senate.gov/imo/media/doc/Rogers .pdf . ned that the NH
National Guard supports the New England Regio ampshire and/or the
President of the United States.

3. Budget
e Commissioner Goulet spoke of House 2 i e Gontinuing Resolution which
stipulates that Agencies can expend 6 1 He expressed hope that we would
have additional information at the nex .
e The Capitol Budget has been finalized Depal ormation Technology (DolT) has been

awarded three (3)4€

$625,000. The desire is to implement a modern project lifecycle
. Commissioner Goulet would like to take incremental steps and discover
aplish; determine what we are currently doing well; and create a standard
. Roger Marchand, Project Manager, Revenue Commission inquired if
ected a400l? Commissioner Goulet responded that Dol T has not yet chosen a tool.
r Goulet elaborated that it is his vision that we proceed with a top down/bottom up
iscover what is working well in Agencies and what we should do state-wide. He

them. Commissioner Goulet responded that he believed this to be an advanced vision and a longer-
term goal for the IT Council.
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http://www.gencourt.state.nh.us/rsa/html/I/21-R/21-R-6.htm
http://www.nh.gov/doit/internet/divisions/itcouncil/index.php
http://www.armed-services.senate.gov/imo/media/doc/Rogers_03-19-15.pdf
http://www.armed-services.senate.gov/imo/media/doc/Rogers_03-19-15.pdf

4. Governance and Strategic Planning Objectives

e Commissioner Goulet explained that while being vetted for the Chief Information Officer (CI10) of the
Executive Branch he was asked whether the over-riding IT Strategy or Cybersecurity should be the priority.
He stated that Cybersecurity must be the priority. Commissioner Goulet proceeded to present the draft State
of New Hampshire Cybersecurity Strategy and Actions; a joint accomplishment by DolT, Homeland
Security, and Department of Health and Human Services.

e Commissioner Goulet wants to engage additional Agencies for input into this plan.

o Next Steps include bi-weekly Security Operations Center (SOC) implementation planning sessions; Restart
the Cyber sub-committee; Estimate pricing for cyber insurance; Propose cyber investment level and plan;
and Plans to operationalize cybersecurity capital budget item.

e As Commissioner Goulet explained; the IT Council is focused on th utive Branch of the NH State
Government while the advisory council on emergency preparedn nd seeurity (ACEPS) is more focused
on the Public/Private partnership. The response to a Cybersec incident needs to be collaborative.

e Commissioner Goulet is chairing the Cyber sub-committee
e DolT and the Department of Safety (DOS) are implementi i olicy whereby only “safe”
websites are allowed through the State network.
¢ Digital Denial of Services (DDOS) has been a mor;
e DolT is in the process of implementing Networ ws only known devices

onto the State Network.

e DolT is working on a baseline Computer USe P

e The next update to the Governor’s Office is due Se

e Goal is to review and finalize the State of New Hamps bersecurity Strategy and Actions and get
ratification by the IT Council in Qetober 2015.

e Lt Col Barry Groton asked Commi i includes low-level/tactical actions.
Commissioner Goulet responded thatithe : ctions such as having all Executive
Branch agencies use a base suite of re ; . cies should not have the ability to “opt-
out”.

e Commissioner Buraki 2 S engaged the smaller agencies regarding the

importance of

that training Mo : i ding was a concern. Director Gallerani added that most small

cars and drdnes? Commissioner Goulet responded that this was a topic of conversation at the last National
Association of State C10s (NASCIO) conference and that it is more of a privacy concern, not really a
cybersecurity concern.

5. Future Topics
e Did not have time to discuss this topic.

As there were no additional questions, Lt Col Barry Groton closed the meeting.
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ACTION ITEMS

ITEM # DESCRIPTION Assigned To Due Date

1. Remind IT Council Members to review the draft meeting minutes Lt Col Barry TBD
for the February 17, 2012 and August 17, 2012 IT Council Groton
meetings, both posted at
http://www.nh.gov/doit/internet/divisions/itcouncil/index.php. To
be discussed/approved at the October 2015 IT Council meeting.

2. Post draft IT Council Meeting Minutes for July 29, 2015 meeting on | Rebecca Bolton August 5,
IT Council website 2015

http://www.nh.gov/doit/internet/divisions/itcouncil/index.php

NEXT MEETING: October 28, 2015, Location: NH National Guard, 26 Region

Concord, NH
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